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Acceptable Use Policy 

Statements relating to Social Networking Sites
1. All staff, teaching and non-teaching, must not have pupils as ‘friends’ on social networking sites.  Where exceptions exist, e.g. a member of the family or family friend, staff should inform the designated person for e-safety in the school.

2. School staff must not contact, or respond to contact from, school pupils via any SNS (Social Networking Site), or provide them with personal contact details such as email addresses, SNS profiles or telephone numbers.

3. All employees, and in particular those who work with children or other vulnerable members of the community, should ensure that all available security settings are in place in order to reduce the risk of abuse by third parties.

4. School e-mail addresses must not be used as point of contact when using SNS for personal use.

5. It is recommended that profile photographs for personal pages on SNS are different to those which may be used for “professional” purposes or on other sites which are used for business-related purposes (such as the school website, or Linked In).

6. Personal pages on SNS must not be used for school-related purposes, and information and documents relating to the school must not be uploaded to personal SNS pages.

7. In accordance with the school’s AUP (Acceptable Use Policy), content of employee’s personal SNS pages must not adversely reflect on the school.  The AUP states that employees must not actively criticise or challenge the policies or decisions of the school or its managers in public.  This does not of course preclude the use of these methods of complaint available to all citizens.

8. No one should set up ‘School’ website (Facebook or other) without the Authority of the Headteacher.  There is significant evidence that SNS can be abused by individuals purporting to be other people, with the purpose of identity theft, abuse of other users and the grooming of young people.  If any member of staff suspects such misuse of SNS, the Headteacher must be informed immediately.  The LADO and NCC Information Security Officer should also be informed.

9. All requests for business-related SNS presence, such as a Facebook page, must in the first instance be progressed through the Headteacher.  No SNS presence purporting to represent the school may be established without the approval and agreement of the Headteacher.  This is to ensure a consistent, coherent, and recognisable representation of the school on SNS.
10. To minimise the risk of introducing malware and viruses to the school’s network, applications available through sites such as Facebook should not be accessed using school computer equipment.   Similarly, software downloads via SNS are prohibited and the school’s equipment and network should not be used to upload files, images and video clips to SNS without prior written approval.
I confirm that I have read and understand the statements above and will adhere to the guidance.

Signed:  






Date: 
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